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Abstract 

The proliferation of deepfake technology in India presents unprecedented 

challenges to existing legal frameworks, threatening individual dignity, 

democratic processes, and social harmony. This research conducts a 

comprehensive analysis of India's legal response to Artificial Intelligence-

generated (AI-generated) synthetic media through doctrinal examination, 

empirical case studies, and comparative jurisprudence. 

The study reveals critical gaps in India's current legal architecture. While 

provisions under the Information Technology Act 2000, Indian Penal Code 

1860, The Bharatiya Nyaya Sanhita, 2023 (BNS), and emerging data 

protection laws offer partial protection, they lack specificity for deepfake-

related harms. The research examines landmark cases including Arijit 

Singh v. Codible Ventures LLP and high-profile celebrity deepfake incidents, 

demonstrating judicial evolution toward protective personality rights 

jurisprudence despite legislative ambiguity. 

Through systematic analysis of enforcement mechanisms, the study 
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identifies significant implementation challenges including technical 

detection limitations, jurisdictional complexities, and inadequate 

institutional capacity. Empirical assessment of complaint data from the 

National Crime Records Bureau and state cybercrime cells reveals poor 

conviction rates and prolonged resolution timelines, highlighting the 

enforcement-legislation disconnect. 

The research proposes a comprehensive regulatory framework centred on 

a dedicated Synthetic Media Regulation Act, incorporating graduated 

harm-based penalties, platform accountability standards, and victim 

compensation mechanisms. The proposed multi-stakeholder governance 

model balances innovation promotion with fundamental rights protection 

through safe harbour provisions for legitimate uses while criminalizing 

non-consensual creation and distribution. 

Key contributions include the first systematic legal analysis of India's 

deepfake regulatory landscape, evidence-based policy recommendations, 

and an implementation roadmap addressing short-term enforcement 

needs and long-term institutional reforms. The study positions India to 

lead global synthetic media governance while protecting citizens from AI-

generated deception in an increasingly digital society. 
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1 Understanding Deepfakes in the Indian Legal Context 

1.1 Technology Overview and Threat Assessment. 

1.1.1 Deepfake Definition and Categories 

Deepfake technology is a sophisticated use of artificial intelligence (AI) that 

generates realistic but created audio-visual content by substituting one person's 

likeness with another's1.  The term itself is a portmanteau of "deep learning" and 

"fake," reflecting the underlying neural network architecture that enables this 

synthetic media generation2. The technology falls into various categories, each of 

which presents a unique set of legal and social concerns. 

Face-swap technology is the most recognizable type of deepfake 

manipulation. This system uses generative adversarial networks (GANs) to 

seamlessly substitute facial features in video sources, resulting in realistic yet 

wholly created film3. "Voice synthesis and audio cloning capabilities have 

emerged as equally concerning developments, as demonstrated in the recent 

Bombay High Court case of Asha Bhosle v. Mayk Inc4. in which AI voice cloning 

technology was deployed without consent to replicate the legendary playback 

singer's distinctive vocal characteristics." 

Real-time generating capabilities have elevated deepfakes from post-

production tools to live manipulation systems. Modern programs can now 

process and change video feeds instantly, allowing for real-time impersonation 

 

1 Ministry of Electronics and Information Technology, ‘Advisory on Deepfakes’ (November 2023) 

2. 
2 Pavan Duggal, "Deepfakes and Cyber Law in India" (2024) 15 Indian Journal of Law and 

Technology 45, 47. 
3 Ibid 48. 
4 Asha Bhosle v Mayk Inc, 2025 SCC OnLine Bom 3156  
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during video chats or live broadcasts5.  The availability of these technologies via 

mobile applications has democratised deepfake creation, making powerful 

manipulation tools available to people with minimal technical knowledge6.  This 

ubiquitous accessibility has greatly raised the possibility of misuse in a variety of 

scenarios. 

1.1.2 Indian Vulnerability Landscape 

India's digital environment has particular vulnerabilities for deepfake abuse. The 

country's unusually high smartphone penetration rates, with over 750 million 

smartphone users by 2024, provide a large attack surface for malicious deepfake 

material7.  The dominance of social media platforms, particularly WhatsApp, 

Instagram, and localised applications, allows for quick content diffusion in the 

absence of rigorous verification processes8.  

Regional creation of content networks have thrived across India's 

linguistic variety, resulting in numerous pathways for deepfake diffusion. These 

ecosystems frequently operate with minimal content moderation capabilities, 

especially for regional language content9. Cultural sensitivity to image-based 

abuse exacerbates these vulnerabilities, since deepfake technology can exploit 

traditional social structures and honour-based concerns to cause the greatest 

psychological harm10.  

 

5  National Crime Records Bureau, "Crime in India 2023" (2024) 156. 
6 Ibid 157. 
7 Ministry of Electronics and Information Technology (n 1) 4. 
8 Ibid 5. 
9 Indian Cyber Crime Coordination Centre, "Annual Report 2023-24" (2024) 78. 
10 Ibid 79. 
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1.1.3 International Perspective: International Scholarship on AI 

Regulation 

India's challenges with deepfake technology reflect broader global tensions in AI 

governance, which legal scholars have extensively documented. Julie Cohen's 

work on the "biopolitical public domain" provides an important framework for 

understanding how AI systems, such as deepfakes, function not only as technical 

tools but also as mechanisms that reshape individual autonomy and collective 

governance11. Cohen contends that informational capitalism fundamentally 

alters the relationship between people and their data, introducing new 

vulnerabilities that traditional legal frameworks struggle to address12. This 

analysis applies directly to deepfake scenarios, in which individuals lose control 

of their digital representation in ways that existing Indian privacy and 

personality rights doctrines did not anticipate. 

Ryan Calo's scholarship on "digital market manipulation" offers 

additional insights into the regulatory challenges posed by AI-generated 

content.13 Calo describes how emerging technologies create information and 

power asymmetries that allow for new forms of exploitation, necessitating legal 

frameworks that go beyond traditional notice-and-consent models14. His call for 

"technology-specific regulation" that addresses the unique characteristics of AI 

systems is consistent with India's need for deepfake-specific legislation, rather 

 

11 Julie E Cohen, Between Truth and Power: The Legal Constructions of Informational Capitalism 

(Oxford: OUP, 2019) 23-45. 
12 Ibid 67-89. 
13 Ryan Calo, "Digital Market Manipulation" (2014) 82 George Washington Law Review 995-1051, 

1001. 
14 Ibid 1020-1035. 
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than relying solely on existing IT Act provisions designed for previous 

technological paradigms15. 

International regulatory responses have differed significantly. Margot 

Kaminski's comparative analysis of transatlantic AI governance reveals 

fundamental differences in regulatory philosophy: the European Union's 

comprehensive, rights-based approach stands in stark contrast to the United 

States' sectoral, market-driven framework16. India's emerging regulatory 

approach appears to combine elements of both models, blending EU-style 

platform accountability with American-style state-level experimentation and 

innovation protection17. This hybrid approach reflects India's unique position as 

a major technology market and a developing democracy balancing digital 

innovation and fundamental rights protection. 

1.2 Harm Taxonomy and Legal Implications 

1.2.1 Individual Rights Violations. 

Deepfake technology promotes a wide range of individual rights abuses, which 

current Indian legal systems struggle to handle effectively. Non-consensual 

intimate imagery is likely the most harmful application, in which deepfake 

technology generates explicit footage including reluctant individuals18.  Sections 

67 and 67A of the Information Technology Act 2000, make it illegal to publish or 

send obscene material online, with penalties of up to five years imprisonment 

 

15 Ryan Calo, "Artificial Intelligence Policy: A Primer and Roadmap" (2018) 51 UC Davis Law Review 

399-435, 415-420. 
16  Margot E Kaminski, "The Right to Explanation, Explained" (2019) 34 Berkeley Technology Law 

Journal 189-218, 195-200. 
17Ari Ezra Waldman, "Cognitive Biases, Dark Patterns, and the 'Privacy Paradox'" (2020) 31 Current 

Opinion in Psychology 105-109. 
18 Information Technology Act 2000, s 67. 
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and ₹10 lakh fine19. 

Identity theft and impersonation with deepfakes are considered 

infractions under Section 66C of the IT Act, which particularly handles identity 

theft penalties20.  However, the current statutory framework predates deepfake 

technology and may not sufficiently address synthetic media manipulation. 

Reputational damage and defamation caused by deepfakes overlap with existing 

defamation rules under Section 356 of the Bharatiya Nyaya Sanhita, 2023 (BNS), 

albeit demonstrating the artificial character of the content creates significant 

evidentiary hurdles21. 

Commercial exploitation of likeness, as demonstrated in the Arijit Singh 

case, exemplifies how deepfakes can violate personal rights for financial gain22.  

The Bombay High Court's finding that celebrities have protectable personality 

rights over many aspects of their character, including voice, is an important 

precedent for tackling commercial deepfake exploitation23. 

1.2.2 Societal and Democratic Threats 

Deepfake technology is a systemic danger to democratic institutions and social 

cohesiveness. Electoral misinformation operations that use deepfakes can falsify 

candidate remarks or produce false evidence of misconduct, jeopardising 

electoral integrity24. Deepfakes have the potential to damage societal harmony, 

especially in India's varied society, where created content can worsen communal 

tensions or propagate targeted disinformation25. 

 

19 Information Technology Act 2000, ss 67-67A. 
20  Information Technology Act 2000, s 66C. 
21 Bharatiya Nyaya Sanhita, 2023, s 356. 
22 Arijit Singh v. Codible Ventures LLP (n 4). 
23 Ibid. 
24 Ministry of Electronics and Information Technology (n 1) 7. 
25 Indian Cyber Crime Coordination Centre (n 9) 85. 
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Deepfakes erode institutional legitimacy by undermining public faith in 

legitimate media and official communications. This tendency leads to a broader 

"liar's dividend," in which the mere possibility of deepfake manipulation permits 

bad actors to discard legitimate data as potentially faked26.  Economic fraud and 

market manipulation using deepfakes provide new issues, as synthetic media 

could be used to manufacture fraudulent company messages or fabricate proof 

in commercial disputes27. 

1.3 Research Methodology and Scope 

1.3.1 Primary Research Questions 

This research addresses three fundamental questions that define the current state 

of deepfake regulation in India: 

(1) How adequate are existing Indian laws in addressing deepfake harms? 

(2) What patterns emerge from judicial responses to synthetic media cases? 

(3) What regulatory framework would effectively balance protection and 

innovation? 

1.3.2 Analytical approach 

This study takes a multifaceted analytical approach that incorporates doctrinal 

legal analysis, case law investigation, and comparative study approaches. 

Doctrinal legal analysis of statutory provisions looks at existing Indian legislation 

to find relevant portions and analyse their effectiveness in resolving deepfake-

related damages.  This study identifies both the possible applications of existing 

 

26 Vakul Sharma, Information Technology Law and Practice (Universal Law Publishing, 4th ed, 

2023) 245. 
27 Ibid 246. 
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law and the constraints that necessitate legislative intervention. 

Case law study and precedent tracking concentrate on current court 

decisions involving synthetic media and associated technologies. The Arijit Singh 

ruling establishes critical precedent for protecting personal rights, while other 

emerging cases reveal court responses to novel technology concerns. This 

precedent tracking reveals similarities in judicial thinking and indicates 

emerging legal ideas. 

A comparative research with overseas jurisdictions looks at regulatory 

systems in other nations to discover best practices and viable models for Indian 

adoption. Gap analysis and reform suggestions combine these findings to present 

complete regulatory remedies that solve identified flaws while retaining 

technological innovation opportunities. 

2 Legal Framework Analysis 

2.1 Information Technology Act 2000 

2.1.1 Section 66: Computer-Related Offences and Their Application 

Section 66 of the IT Act establishes a wide framework for computer-related 

offences, criminalising the dishonest or fraudulent use of computer resources28. 

This rule may be applicable to deepfake scenarios in which synthetic media is 

created or distributed utilising computer systems for fraudulent reasons. The 

section's emphasis on "dishonestly or fraudulently" necessitates the 

establishment of mens rea, which can be difficult in cases involving AI-generated 

content, where the creator's motive may be unclear. 

 

28  Information Technology Act 2000, s 66. 
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Section 66 applies to deepfakes only if it can be demonstrated that the 

generation of synthetic media comprises "dishonest" or "fraudulent" usage of 

computer resources. This view necessitates courts deciding whether the 

misleading nature of deepfakes automatically satisfies these characteristics or if 

further proof of intent to deceive is required29. 

2.1.2 Section 66C - Identity Theft in the Age of AI 

Section 66C criminalises the fraudulent use of another person's identity to gain 

access to computer resources or services30.  This rule applies directly to 

deepfakes, which use someone's identity to create synthetic media. The section's 

penalties for deepfake makers include imprisonment for up to three years and a 

fine of up to ₹1 lakh. However, the sanctions may be insufficient to address the 

potential harm. 

The Jackie Shroff v. Peppy Store31 case highlights the practical application of 

identity theft concepts to AI-generated content, where the Delhi High Court 

restrained defendants including an AI chatbot service from unauthorised use of 

the actor's name, voice, and signature phrase through artificial intelligence 

technologies. 

2.1.3 Section 66D: Cheating by Personation Using Digital Means 

Section 66D explicitly targets cheating by personation in digital situations, 

making it illegal to utilise communication devices or computer resources to 

impersonate another person32.  This rule is more directly applicable to deepfake 

 

29 Duggal (n 2) 56. 
30  Information Technology Act 2000, s 66C. 
31 Jackie Shroff v Peppy Store and Others, CS(COMM) 278/2024 
32 Information Technology Act 2000, s 66D. 
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situations than typical cheating statutes because it specifically tackles digital 

impersonation. The section's sentence of imprisonment for up to three years and 

a fine of up to ₹1 lakh establishes a framework for pursuing deepfake-related 

fraud. 

However, section 66D's emphasis on communication devices may not 

adequately account for the larger distribution methods utilized for deepfake 

content, including social media platforms and video-sharing websites. The 

provision's reach necessitates judicial interpretation to address modern synthetic 

media distribution technologies33. 

2.1.4 Section 67/67A: Provisions for obscene and sexually explicit 

material 

Sections 67 and 67A of the IT Act criminalise the publication or transmission of 

obscene and sexually explicit material in electronic form, respectively34.  These 

regulations specifically apply to non-consensual intimate deepfakes, imposing 

criminal penalties on makers and distributors of synthetic pornographic content. 

Section 67A's increased penalties for sexually explicit material reflect the 

legislature's acknowledgement of the substantial harm caused by such content. 

The application of these laws to deepfakes calls into question the 

definitions of "obscene" and "sexually explicit" material in the context of AI-

generated content. Courts must decide whether synthetic intimate photography 

has the same legal weight as traditionally made explicit content, particularly in 

terms of injury to the represented individuals35. 

 

33 Sharma (n 26) 267. 
34 Information Technology Act 2000, ss 67-67A. 
35 Duggal (n 2) 58. 
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2.1.5 India's Synthetic Media Regulation: India's Draft Amendment Rules 

for 2025  

In October 2025, India's Ministry of Electronics and Information Technology 

issued draft amendments to the Information Technology (Intermediary 

Guidelines and Digital Media Ethics Code) Rules 2021, marking the country's 

first substantive regulatory attempt to address synthetic media and deepfakes36. 

The legislative action was prompted by a 550 percent increase in deepfake 

cases since 2019, projected economic losses of ₹70,000 crore in 2024, and high-

profile incidents like the deepfake video targeting actress Rashmika Mandanna, 

which raised public and governmental concerns about AI-generated 

misinformation37. 

These amendments define "synthetically generated information" as 

content that is "artificially or algorithmically created, generated, modified, or 

altered using a computer resource, in a manner that such information reasonably 

appears to be authentic or true," establishing deceptiveness as the primary 

regulatory trigger38. 

The draft rules require intermediaries, especially those with over five 

million registered users in India, to mandate user declarations, use automated 

verification tools, and prominently label synthetic content covering at least 10% 

of visual surface area or the first 10 seconds of audio39. Failure to comply 

jeopardises platforms' safe harbour immunity under Section 79 of the 

 

36 Ministry of Electronics and Information Technology, Draft Information Technology 

(Intermediary Guidelines and Digital Media Ethics Code) Amendment Rules, 2025 (hereinafter 

Draft Amendment Rules 2025). 
37 Policy Circle, "Why AI Deepfakes Regulation in India Will Fall Short" (2025) 

<https://www.policycircle.org/opinion/ai-deepfakes-regulation/ > accessed 17 December 2025 
38 Draft Amendment Rules 2025, Rule 2(1A). 
39 Draft Amendment Rules 2025, Rule 3(3) and Rule 4(1A)  

https://www.policycircle.org/opinion/ai-deepfakes-regulation/
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Information Technology Act 2000. This shifts intermediaries from passive 

conduits to active authentication of content provenance40. 

However, the draft has received criticism for its brief consultation period, 

which ends on November 6, 2025, technical feasibility concerns about AI 

detection capabilities, and potential overreach in capturing benign applications 

like photo filters or AI-assisted medical imaging41. 

2.2 Regulatory and Data Protection Laws 

2.2.1 Digital Personal Data Protection Act, 2023. 

2.2.1.1 Consent Frameworks for Biometric Data. 

The Digital Personal Data Protection Act, 2023 ('DPDP Act') establishes 

comprehensive consent frameworks for processing personal data, including 

biometric information used in deepfake creation42. The Act demands specific 

agreement to process sensitive personal data, including biometric identifiers 

used in synthetic media development. This approach provides regulatory 

monitoring for deepfake development that incorporates the use of personal 

biometric data. 

The DPDP Act's permission provisions may apply to deepfake 

production, which involves AI systems processing facial pictures, voice 

recordings, or other biometric data to make synthetic material43. However, the 

 

40 Information Technology Act 2000, s. 79 
41 Ashima Obhan and Arnav Joshi, "Fine-tuning India's Draft Rules on AI Synthetic Media" 

(Law.asia, 2025), <https://law.asia/synthetic-media-regulation-india> accessed 17 December 

2025 
42 Digital Personal Data Protection Act, 2023, ss 6-7. 
43 Priya Menon, "The Deepfake Conundrum: Can the Digital Personal Data Protection Act, 2023 

Deal with Misuse of Generative AI?" Indian Journal of Law and Technology 

<https://www.ijlt.in/post/the-deepfake-conundrum-can-the-digital-personal-data-protection-

act-2023-deal-with-misuse-of-ge.> accessed 17 December 2025 

https://law.asia/synthetic-media-regulation-india/
https://www.ijlt.in/post/the-deepfake-conundrum-can-the-digital-personal-data-protection-act-2023-deal-with-misuse-of-ge
https://www.ijlt.in/post/the-deepfake-conundrum-can-the-digital-personal-data-protection-act-2023-deal-with-misuse-of-ge
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Act's application to publicly available photos and content raises concerns 

regarding the extent of consent requirements for deepfake production utilising 

previously published material. 

 

2.2.1.2 Process of Sensitive Personal Information 

The DPDP Act classifies biometric data as sensitive personal information that 

requires further protection44. This classification has a direct impact on deepfake 

technology, as synthetic media generation often requires the processing of facial 

features, voice patterns, and other biometric data. The Act's prohibitions on 

sensitive data processing may limit some deepfake applications while protecting 

against unauthorised synthetic media generation. 

2.2.1.3 Rights of Data Principals Against Synthetic Media 

The DPDP Act offers data principals a variety of rights, including the right to 

correct, erase, and file a grievance45. These rights may apply to deepfake scenarios 

in which synthetic media contains personal data, giving individuals mechanisms 

to address unlawful synthetic content. However, the Act's applicability to AI-

generated content raises new problems about data subjects' rights in the context 

of synthetic media. 

2.2.2 Intermediary Liability Framework 

2.2.2.1 IT Rules 2021 and Due Diligence Obligations 

The Information Technology (Intermediary Guidelines and Digital Media Ethics 

 

44 Digital Personal Data Protection Act, 2023, s 3(36). 
45 Digital Personal Data Protection Act, 2023, ss 11-12. 



Kashyap  176 

Code) Rules, 2021, impose due diligence standards on intermediaries, including 

content filtering and user grievance procedures46. These guidelines may apply to 

platforms that host deepfake content, requiring them to establish methods to 

detect and remedy synthetic media infringement. 

2.2.2.2 Content Moderation Requirements 

The IT Rules 2021 require intermediaries to incorporate content moderation 

measures, such as automated tools for detecting harmful information47. These 

requirements may include deepfake identification and removal, but the technical 

challenges of recognising synthetic media make implementation challenging for 

platforms. 

2.2.2.3 Safe Harbour provisions and their limitations 

The IT Act's safe harbour protections shield intermediaries from liability for 

third-party content, provided they follow due diligence standards48. However, 

these safeguards may be limited in deepfake scenarios when platforms are aware 

of synthetic media infractions or fail to deploy effective detection methods. 

2.3 Criminal Law Applications 

The adoption of the BNS represented a substantial transition in India's criminal 

justice system, replacing the colonial-era Indian Penal Code, 1860.49 This 

modernised criminal law handles various offences that are directly applicable to 

deepfake-related crimes, despite the fact that it predates the widespread use of 

 

46 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, r 

3. 
47 Ibid r 4. 
48 Information Technology Act 2000, s 79. 
49 Bharatiya Nyaya Sanhita, 2023, Preamble. 
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synthetic media technologies. 

2.3.1 Section 319: Cheating by Personation: Scope and Limitations. 

Cheating by personation is defined in Section 319 of the BNS as when a person 

deceives others by pretending to be someone else or willfully substituting one 

person for another50.  This law is particularly relevant for deepfake prosecutions 

since synthetic media entails digital impersonation. The clause provides for a 

maximum five-year prison sentence, a fine, or both. However, the provision's 

traditional structure may struggle to capture the subtle technological 

components of AI-generated impersonation, especially in cases when the 

deepfake creator does not directly communicate with victims but instead 

disseminates synthetic content via digital platforms. 

The application of section 319 to deepfakes raises interpretation issues 

about the element of direct deceit. Traditional personation fraud necessitates 

active misrepresentation in order to persuade the victim to give up property or 

act against their best interests51.  Deepfakes frequently work through larger 

distribution systems, causing harm that goes beyond immediate cash loss to 

include reputational damage and psychological suffering. 

2.3.2 Section 356: Defamation Provisions in Digital Contexts 

Section 356 of the BNS handles defamation, preserving continuity with the prior 

framework while embracing modern understandings of digital communication52.  

Deepfakes pose new issues to defamation law because they can provide 

seemingly authentic evidence of remarks or actions that never happened. The 

 

50 Bharatiya Nyaya Sanhita, 2023, s 319. 
51 Sharma (n 26) 234. 
52 Bharatiya Nyaya Sanhita, 2023, s 356. 
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provision's necessity to prove publication of defamatory content remains in 

effect, but establishing the synthetic character of evidence creates new 

complexity into judicial proceedings. 

The combination of deepfakes and defamation law creates concerns 

regarding the defendant's understanding of material authenticity. When 

producers employ artificial intelligence techniques to generate synthetic content, 

identifying whether they knew or should have known about the untruth is 

critical for proving criminal responsibility53.  The BNS framework must be 

updated to adequately accommodate these technical realities. 

2.3.3 Section 77: Voyeurism and Image-Based Sexual Abuse 

Section 77 of the BNS criminalises voyeurism and establishes guidelines for 

treating image-based sexual abuse54.  This law is especially relevant in the context 

of non-consensual intimate deepfakes, in which synthetic technology generates 

explicit imagery without the subject's involvement or approval. The section's 

emphasis on collecting or sending photos of private areas is directly relevant to 

deepfake pornography, while enforcement issues persist due to the synthetic 

nature of the content. 

The provision's application to deepfakes necessitates judicial 

interpretation of whether AI-generated personal imagery constitutes "capturing" 

within the statutory meaning. Courts must decide whether combining existing 

photographs to create new explicit content comes within voyeurism rules meant 

for traditional photography55. 

 

53 Duggal (n 2) 45, 54. 
54 Bharatiya Nyaya Sanhita, 2023, s 77. 
55 Sharma (n 26) 245. 
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2.3.4 Section 351: Criminal Intimidation Through Synthetic Content 

Section 351 concerns criminal intimidation, which is applicable when deepfakes 

are used to threaten victims with reputational injury or social exclusion56.  The 

fabrication and threatening release of compromising deepfakes might be 

considered criminal intimidation, especially in cases involving nonconsensual 

intimate pictures. However, the provision's emphasis on direct threats may miss 

the larger intimidating implications of deepfake development and spread. 

2.4 Civil Law Remedies and Constitutional Rights 

2.4.1 Personality Rights Framework: Right to Privacy under Article 21. 

The Supreme Court's landmark decision in Justice K.S. Puttaswamy (Retd.) v. Union 

of India declared privacy a fundamental right under Article 21 of the 

Constitution57.  This constitutional framework lays the groundwork for civil 

remedies against deepfake infractions, including the unauthorised use of 

personal appearance and voice. The Court's definition of privacy as 

incorporating decisional autonomy and informational self-determination is 

clearly applicable to deepfake scenarios in which individuals lose control over 

their digital representation. 

When applying the privacy framework to deepfakes, individual privacy 

rights must be balanced against freedom of expression and technical innovation. 

Courts must create nuanced procedures that protect human autonomy while 

allowing legal use of synthetic media technology58.  

 

56 Bharatiya Nyaya Sanhita, 2023, s 351. 
57 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1. 
58 Ibid. 
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2.4.2 Right to Privacy versus Freedom of expression  

The regulatory framework for synthetic media in India must deal with complex 

constitutional tensions between competing fundamental rights. The Supreme 

Court's landmark decision in Justice K.S. Puttaswamy (Retd.) v. Union of India 

established privacy as a fundamental right under Article 21 of the Constitution, 

which included decisional autonomy and informational self-determination59. 

This constitutional foundation offers strong protection against unauthorized 

deepfake creation, which takes an individual's likeness, voice, or other personal 

characteristics without consent. The Court acknowledged that privacy includes 

the right to control one's personal information and digital representation, which 

is directly relevant to synthetic media scenarios in which individuals lose control 

over their digital personas60. 

However, this privacy right conflicts with Article 19(1)(a), which protects 

legitimate uses of synthetic media for satire, parody, political commentary, and 

artistic expression61. The challenge is distinguishing between malicious 

deepfakes that violate privacy and dignity and expressive uses that contribute to 

public discourse. To balance these competing interests, courts must use 

proportionality analysis to ensure that regulatory restrictions serve compelling 

state interests while impairing expressive freedoms to the least extent possible. 

The reasonable restrictions framework under Article 19(2) allows for restrictions 

on free speech grounds such as decency, morality, and defamation, creating 

constitutional space for deepfake regulation without absolute prohibition62. 

 

59 Ibid. 
60 Ibid paras. 178-180. 
61 Constitution of India 1950, art. 19(1)(a). 
62 Constitution of India 1950, art. 19(2). 
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The judiciary's evolving approach suggests that harm-based distinctions 

provide a constitutionally sound framework for resolving these conflicts. Non-

consensual intimate imagery is strictly prohibited due to serious dignitary harm 

and a lack of expressive value, whereas satirical political deepfakes deserve 

stronger constitutional protection as contributions to democratic discourse63.  

This graduated approach reflects international jurisprudence that balances 

individual rights protection with societal interests in a robust public debate, as 

evidenced by a comparative First Amendment analysis of freedom of expression 

limitations in the United States and the European Court of Human Rights64. 

2.4.3 R Rajagopal v State of Tamil Nadu 

The Supreme Court's landmark 1994 decision in R Rajagopal v State of Tamil Nadu 

established the foundational framework for personality rights in India as an 

extension of the right to privacy under Article 2165. The Court held that every 

individual possesses the right to safeguard their privacy, including control over 

how their personal information and identity are disseminated66.This precedent, 

though predating deepfake technology by decades, provides the constitutional 

bedrock upon which contemporary personality rights claims against synthetic 

media manipulation rest. The Court recognized that no one can publish anything 

concerning an individual's private affairs without their consent unless it is based 

on public records, establishing the principle that individuals retain control over 

their personal representation67. 

 

63 Shivaji Rao Gaikwad v Varsha Productions (2015) 62 PTC 351. 
64 Rebecca Tushnet, "Deepfakes, Lies, and the First Amendment" (Harvard Law School Research 

Paper, February 2022) <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4027662> 

accessed 17 December 2025. 
65 R Rajagopal v State of Tamil Nadu, AIR 1995 SC 264, 269 (hereinafter Rajagopal). 
66 Ibid 274. 
67 Ibid 276. 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4027662
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2.4.4 Personality Rights: Moving Beyond Commercial Contexts. 

The concept of personality rights, which was previously associated with 

commercial exploitation of celebrity identity, has grown significantly in Indian 

deepfake jurisprudence to encompass broader dignitary interests beyond 

economic harm. The Bombay High Court's decision in Arijit Singh v. Codible 

Ventures LLP was a watershed moment, recognising that personality rights 

protect not only commercial interests but also fundamental aspects of human 

dignity and autonomy68. The Court ruled that unauthorised AI-generated voice 

cloning violated the singer's personality rights regardless of direct financial loss, 

establishing that only dignitary harm warrants legal protection69. 

This expanded definition of personality rights protects non-commercial 

deepfakes that cause reputational harm, emotional distress, or identity 

appropriation without monetary exploitation. The Anil Kapoor v. Simply Dial Ltd. 

decision clarified that personality rights include the ability to control one's digital 

representation in all contexts, not just commercial ones70.  The Delhi High Court 

emphasised that the unauthorised use of an individual's name, image, voice, or 

other distinguishing characteristics via deepfake technology constitutes an 

actionable violation even in the absence of a commercial purpose, recognising the 

inherent dignitary interest in controlling one's persona. 

This jurisprudential evolution defines personality rights as hybrid 

constructs that combine elements of privacy (informational autonomy), dignity 

(human worth and reputation), and property (economic interests in one's 

likeness), providing comprehensive protection against deepfake harms in both 

 

68 Arijit Singh v Codible Ventures LLP, 2024 SCC OnLine Bom 2445. 
69 Ibid paras. 15-18. 
70 Anil Kapoor v Simply Dial Ltd and Others, CS(COMM) 652/2023. 
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commercial and non-commercial contexts71.  The Shivaji Rao Gaikwad v. Varsha 

Productions precedent established that personality rights belong to all 

individuals, not just celebrities, though public figures may have lower 

expectations for certain uses of their identity in public interest contexts72. 

However, the scope of personality rights in purely expressive contexts—

such as political satire, social commentary, or artistic works—continues to be 

refined by judges. Courts must strike a balance between individual dignitary 

interests and society's desire for robust public discourse, particularly when it 

comes to public figures whose actions deserve scrutiny and commentary73. 

According to the emerging framework, personality rights operate on a sliding 

scale, with the strongest protection for non-consensual intimate imagery and 

identity theft, moderate protection for reputational harm in private contexts, and 

limited protection where synthetic media serves legitimate expressive purposes 

on matters of public concern74.  This nuanced approach ensures that personality 

rights doctrine evolves to address AI-enabled harms while also protecting 

constitutional space for legitimate expression and democratic participation75. 

2.4.5 Commercial Exploitation of Identity 

The Amitabh Bachchan v. Rajat Nagi76 case set significant precedents for the 

commercial exploitation of identity in the digital age. The Delhi High Court's 

comprehensive John Doe order acknowledged that systematic misuse of celebrity 

status through deepfake technology for fraudulent schemes causes irreparable 

 

71 Karnika Seth, "Personality Rights in the Digital Age" (2024) 13 Indian Journal of Intellectual 

Property Law 123, 134-137. 
72 Shivaji (n 63) 28-30. 
73 Seth (n 71) 138-140. 
74 Duggal (n 2) 52-54. 
75 Harm Prevention Research Institute, Graduated Response Framework Analysis (2024), 12-15. 
76 Amitabh Bachchan v Rajat Nagi and Others, CS(COMM) 1/2022. 
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harm, restraining defendants from deploying the actor's publicity and 

personality rights in any form whatsoever. 

The decision's emphasis on economic exploitation raises concerns 

regarding non-commercial deepfakes and their relationship to personality rights. 

Courts must decide whether the personality rights concept applies to non-

commercial synthetic media creation that still causes reputational or emotional 

harm77. 

2.4.6 Publicity Rights and Celebrity Protection 

Indian law increasingly recognised publicity rights as different from privacy 

rights, particularly for public figures with business interests in their reputation78.  

The Arijit Singh case highlights how courts can safeguard celebrities' interests 

from AI-generated content that uses their identities for commercial advantage. 

This framework enables civil remedies, like injunctions and monetary damages, 

for unauthorised deepfake exploitation. 

2.4.7 Consent Mechanisms and Limitations 

The current legal system has issues with permission methods for deepfake 

production, specifically the extent and duration of consent for synthetic media 

use. Traditional consent models rely on direct human involvement and may not 

sufficiently handle the automated and scalable nature of AI-generated content79. 

Courts must create new methods to consent that take into account the specific 

qualities of synthetic media technologies. 

 

77 Ibid. 
78 Seth (n 71) 123, 134. 
79 Ibid 135. 
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2.5 Consumer Protection Act, 2019 

2.5.1 Misleading advertisements using deepfakes 

The Consumer Protection Act 2019 covers deceptive advertisements and unfair 

trade practices, which may include deepfake-enabled marketing content80. The 

Act's provisions prohibiting false claims may apply to commercial deepfakes that 

falsify product endorsements or testimonials. This approach protects consumers 

from fraudulent synthetic media in commercial situations81. 

2.5.2 E-commerce Platform Responsibilities 

The Consumer Protection Act assigns duties to e-commerce platforms for 

misleading content and unfair conduct82. These regulations may apply to sites 

that host or disseminate deepfake content, particularly for commercial purposes. 

However, the Act's emphasis on consumer transactions may limit its 

applicability to more general deepfake distribution scenarios. 

2.6 Tort Law Applications 

2.6.1 Passing Off and False Representation 

Deepfakes may be considered passing off because they generate false links 

between individuals and business activity or remarks83.  The tort of passing off 

provides civil remedies for persons whose identities are misappropriated via 

synthetic media, particularly in commercial circumstances. However, the 

standard passing off paradigm demands evidence of commercial competition, 

 

80 Consumer Protection Act, 2019, s 2(47). 
81 Ibid s 2(47). 
82  Consumer Protection Act, 2019, s 2(16). 
83 Sharma (n 26) 289. 
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which may not be present in many deepfake cases. 

2.6.2 Intentional infliction of emotional distress 

The development and distribution of malicious deepfakes may be considered 

intentional infliction of emotional distress, especially in cases involving non-

consensual intimate imagery or reputational attacks84.  This tort provides a civil 

remedy for psychological harm produced by synthetic media, however proving 

the necessary intent and severity of emotional distress might be difficult in 

deepfake situations. 

2.6.3 Invasion of privacy claims. 

Deepfakes can violate privacy rights in a variety of ways, including intrusion into 

seclusion, public revelation of private information, and false light invasion of 

privacy85.  These tort claims offer civil remedies to individuals affected by 

synthetic media, albeit the synthetic nature of deepfakes may challenge standard 

privacy tort uses. 

2.6.4 Remedial Measures Available 

Civil remedies for deepfake violations include injunctions, monetary damages, 

and takedown orders86. The Arijit Singh case highlights how courts might issue 

interim orders to prevent further distribution of synthetic content while 

proceedings are ongoing. However, the worldwide and viral nature of digital 

content distribution poses enforcement issues for legal remedies. 

 

84 Ibid 291. 
85  Seth (n 71) 138. 
86 Arijit Singh v. Codible Ventures LLP (n 13). 
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3 Judicial Precedents and Legal Evolution 

3.1 Landmark Cases in Personality Rights 

3.1.1 Shivaji Rao Gaikwad v. Varsha Productions (2015) 

The Delhi High Court's ruling in Shivaji Rao Gaikwad v. Varsha Productions, which 

included the illegal commercial exploitation of actor Rajinikanth's identity, laid 

the groundwork for India's personality rights law87. This lawsuit established 

essential ideas that continue to shape current deepfake and AI litigation. 

The court acknowledged that personality rights include the ability to 

govern the commercial use of one's name, likeness, voice, and other 

distinguishing qualities88. The judgement established a thorough framework for 

remedies and damages, highlighting both the economic and non-economic 

harms caused by illegal personality exploitation. 

3.1.2 Amitabh Bachchan v Rajat Nagi (2022) 

The Delhi High Court granted actor Amitabh Bachchan interim relief in 2022, 

restraining the unauthorised use of his name, image, voice and likeness for 

advertisements and merchandise89.The case arose from systematic misuse of 

Bachchan's celebrity status to promote fraudulent Kaun Banega Crorepati lottery 

schemes, with deepfake technology enabling convincing impersonations that 

deceived the public90. The Court issued a comprehensive John Doe order 

recognizing that such activities would lead to irreparable harm and injury to the 

actor's reputation, consequently restraining defendants from deploying the 

 

87  Shivaji (n 63) 
88 Ibid para 18. 
89 Amitabh Bachchan v Rajat Nagi, CS (COMM) 819/2022 (Delhi High Court, 2022). 
90 K Singhania & Co, "Understanding Indian Laws protecting Personality Rights" (17 June 2025) 
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actor's publicity and personality rights for their own gain in any form or manner 

whatsoever91. 

3.1.3 Jackie Shroff v Peppy Store and Others (2024) 

In May 2024, the Delhi High Court granted partial relief to actor Jackie Shroff in 

a groundbreaking case addressing multiple forms of personality rights 

infringement, including AI-generated content92. Justice Sanjeev Narula's order 

restrained various defendants including e-commerce platforms, social media 

accounts, and critically, an AI chatbot service from unauthorized use of Shroff's 

name, voice, images, and signature phrase "Bhidu." 

The case represents the first instance when an Indian court restrained one 

of the defendants from infringing personality or publicity rights by commercially 

using an unlicensed AI chatbot that uses attributes of a celebrity's persona 

without consent. The Court recognized that defendants' unauthorized 

exploitation not only generates profit for third parties but also dilutes the brand 

equity painstakingly built by the plaintiff over the years. 

However, the Court demonstrated nuanced balancing of rights by 

declining to issue an ex-parte interim injunction against a video creator whose 

"Thug Life" compilation was deemed arguably a tribute, recognizing it as part of 

a comedic genre that leverages the cultural resonance of public figures for 

engaging content. This approach illustrates judicial sensitivity to legitimate 

creative expression while protecting personality rights from commercial 

exploitation. 

 

91 Shivaji (n 63) 
92 Jaikishan Kakubhai Saraf v Peppy Store, 2024 SCC OnLine Del 3664 (hereinafter Jackie Shroff). 
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3.1.4 Arijit Singh v. Codible Ventures LLP (2024) 

The Bombay High Court's ruling in Arijit Singh v. Codible Ventures LLP93 marks a 

watershed moment in Indian jurisprudence on artificial intelligence and 

personality rights. This landmark case, involving the illegal use of famed 

playback singer Arijit Singh's voice via AI cloning technology, set important 

standards for the protection of personality rights in the digital era. 

The issue occurred when Codible Ventures LLP allegedly created and 

distributed AI-generated video with Singh's distinguishing vocal features 

without receiving proper consent or remuneration94. The Bombay High Court's 

reasoning was particularly noteworthy since it acknowledged that personality 

rights extend beyond traditional physical likeness to include vocal qualities and 

other distinguishing personal features that can be electronically recreated. 

The court's decision established many essential elements that will serve as 

the framework for future lawsuits involving AI-related personality rights. First, 

the court ruled that commercial exploitation of an individual's voice via AI 

technology violates personality rights, regardless of technological proficiency95. 

This technology-neutral approach ensures that legal safeguards evolve along 

with technological advancements. 

This case has precedential relevance beyond voice cloning since it 

establishes larger concepts that apply to numerous types of AI-generated content 

that exploit personality rights. The court's approach demonstrates that the Indian 

courts are willing to preserve individual rights while recognising the legitimate 

objectives of technological progress96.  

 

93 Arijit Singh v. Codible Ventures LLP, 2024 SCC OnLine Bom 2445 
94 Ibid para 12-15. 
95 Ibid para 28. 
96 Ibid para 42. 
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3.1.5 Anil Kapoor v. Simply Dial Ltd. & Others (2023) 

Mr Anil Kapoor, a renowned Indian actor, recently requested protection for his 

name, image, publicity, persona, voice, and other personality traits against online 

abuse. The Delhi High Court's ruling in Anil Kapoor v. Simply Dial Ltd. and Others 

was another crucial step forward in protecting personality rights against 

deepfake technology97. 

The case involves defendants employing AI deepfake technology to create 

defamatory content featuring the senior actor's face and voice without his 

permission98. The court acknowledged that the unauthorised use of an 

individual's personality traits via deepfake technology is both a violation of 

privacy rights and a commercial exploitation of character. 

The decision set important precedents for the scope of interim relief 

accessible to personality rights holders, especially in circumstances involving fast 

spreading synthetic media content99. The court underlined the irreparable harm 

that deepfake misuse can cause, as well as the insufficiency of monetary 

compensation as a remedy. 

3.2 Recent Celebrity Deepfake Incidents and Legal Responses 

3.2.1 Rashmika Mandanna Case (2023) 

The Rashmika Mandanna deepfake video incident in November 2023 was a 

watershed moment in India's response to synthetic media manipulation100. The 

 

97 Anil Kapoor v. Simply Dial Ltd. and Others, CS(COMM) 652/2023. 
98 Ibid para 8-12. 
99 Ibid para 25-30. 
100  Rahul Tripathi, "Deepfake videos pose new challenge for cyber crime units" (Economic Times, 

15 November 2023) <https://economictimes.indiatimes.com/tech/technology/deepfake-videos-

pose-new-challenge-for-cyber-crime-units/articleshow/105115234.cms> accessed 17 December 

2025. 

https://economictimes.indiatimes.com/tech/technology/deepfake-videos-pose-new-challenge-for-cyber-crime-units/articleshow/105115234.cms
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extensive distribution of a deepfake film depicting the popular actress in 

inappropriate scenarios underscored the critical need for strong legal and 

technological solutions to synthetic media abuse. 

The incident involved a sophisticated deepfake video that superimposed 

Mandanna's face onto another person's body, creating highly realistic but entirely 

fabricated content101. The video became viral on several social media platforms 

before being detected as synthetic content, highlighting the difficulties of timely 

identification and response. 

Following the occurrence, legal action was filed under numerous sections 

of the Information Technology Act 2000, including Sections 66C (identity theft), 

67A (posting sexually explicit information in electronic form), and 66E (violation 

of privacy)102. However, enforcement issues arose because of the cross-

jurisdictional nature of digital content and the difficulty in identifying the 

original developers of synthetic media. 

The issue sparked quick regulatory responses, with the Ministry of 

Electronics and Information Technology publishing thorough rules mandating 

platforms to improve their content monitoring capabilities, particularly for 

synthetic media103.  

3.2.2 Aishwarya Rai Bachchan and Abhishek Bachchan Cases (2025) 

The Bachchan couple's separate legal actions in September 2025 represent a 

significant escalation in celebrity responses to deepfake technology. Both filed 

lawsuits against YouTube and Google in the Delhi High Court, seeking 

substantial damages and permanent orders prohibiting the platform from using 

 

101 Ministry of Electronics and Information Technology, "Advisory on Deepfakes" (November 2023) 

2-3. 
102 Information Technology Act 2000, ss 66C, 67A, 66E. 
103 Ministry of Electronics and Information Technology (n 11) 15-18. 
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any content that violates their names, voices, or images104. The legal papers 

challenge egregious, sexually explicit, or fictitious AI-generated content, with a 

particular focus on content used to train AI models, which has the potential to 

increase instances of infringing content use. 

Aishwarya's petition focused on deepfake pornographic content and 

unauthorised merchandise sales, whereas Abhishek's complaint was about fake 

autographs and sexually objectionable material that could mislead the public and 

tarnish his reputation105. Justice Tejas Karia granted interim relief, and the Delhi 

High Court ordered Google to submit written responses by August 2025, with 

the next hearing scheduled for January 15, 2026. The cases show judicial 

recognition that deepfake harms go beyond reputational damage to include the 

broader risks of AI model training perpetuating and amplifying synthetic content 

abuse. 

3.2.3 Asha Bhosle's AI Voice Cloning Case (2025) 

In October 2025, the Bombay High Court granted Asha Bhosle, a legendary 

playback singer, ad-interim protection from AI-driven exploitation of her voice 

and personality106. Justice Arif S Doctor ruled that the unauthorised use of a 

celebrity's personality traits, such as their name, voice, photographs, caricatures, 

or likeness, is a violation of their publicity and personality rights. 

 

104 Onam Gupta, “Aishwarya Rai, Abhishek Bachchan sue YouTube over alleged AI deepfake 

videos" (India.com, 2 October 2025) <https://www.india.com/entertainment/aishwarya-rai-

abhishek-bachchan-sue-youtube-over-alleged-ai-deepfake-videos-demand-rs-4-crore-

8110175/> accessed 17 December 2025. 
105Bhavini Srivastava, "After Aishwarya Rai, husband Abhishek Bachchan moves Delhi High Court 

for protection of personality rights" (Bar and Bench, 10 September 2025) 

<https://www.barandbench.com/news/after-aishwarya-rai-husband-abhishek-bachchan-moves-

delhi-high-court-for-protection-of-personality-rights.> accessed 17 December 2025. 
106 Asha Bhosle v Mayk Inc & Ors, Interim Application (L) No. 30382 of 2025 (Bombay High Court, 

2025). 
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The case involved several defendants, including Mayk Inc., an AI 

company that allegedly offered cloned versions of Bhosle's voice; Amazon and 

Flipkart for selling unauthorised merchandise; Google and YouTube for hosting 

AI-generated videos; and an independent artist who sold apparel bearing her 

likeness. The Court stated that making AI tools available to convert any voice 

into that of a celebrity without their permission would be a violation of the 

celebrity's personality rights, as such tools facilitate the unauthorised 

appropriation and manipulation of a celebrity's voice, which is a key component 

of their personal identity and public persona. 

The Court's orders were broad: defendants were prohibited from using 

Bhosle's name, voice, vocal style, technique, manner of singing, photograph, 

image, likeness, signature, persona, or any other attributes via AI voice models, 

generative artificial intelligence, machine learning, or face morphing without her 

written permission. Amazon and Flipkart were ordered to remove infringing 

listings within a week and provide information about infringing parties for 

further legal action. 

3.2.4 Girija Oak Deepfake Controversy (2024) 

The recent controversy involving Marathi actor Girija Oak exposed the dark side 

of celebrity in the digital age, demonstrating how even regional actors face 

deepfake victimisation. Oak became an internet sensation after appearing in a 

blue saree during an interview, but this visibility resulted in the spread of AI-

morphed explicit images on social media107. 

 

107 Abhay Anturkar, "Deepfakes And Dignity: The New Battle For Celebrity Rights In India" (LiveLaw, 

27 November 2025) <https://www.livelaw.in/articles/celebrity-rights-personality-rights-india-

deepfake-misuse-legal-framework-article-21-311287> accessed 17 December 2025. 

https://www.livelaw.in/articles/celebrity-rights-personality-rights-india-deepfake-misuse-legal-framework-article-21-311287
https://www.livelaw.in/articles/celebrity-rights-personality-rights-india-deepfake-misuse-legal-framework-article-21-311287
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In a candid video statement, Oak expressed her distress as a mother of a 

twelve-year-old son who does not yet use social media but will in the future, 

expressing her concern that he will come into contact with these images, which 

may be circulating now but will remain on the internet permanently. She 

articulated the long-term psychological harm: these obscene images of his 

mother will appear one day, and while he will be aware that they are AI-

generated, they will still provide cheap titillation, which she finds deeply 

disturbing108. 

Oak's case demonstrates how deepfake victimisation causes psychological 

harm to family members as well as the immediate target. Unlike celebrity 

plaintiffs who went to court, Oak's public statements reflect the difficulties many 

victims face in obtaining legal remedies, instead relying on moral appeals to 

content creators. 

3.2.5 Celebrity Targeting Patterns and Platform Responses. 

Those with malicious intentions to edit or produce video and audio using AI 

primarily target renowned businesspeople, actors, and news anchors. This 

tendency has been noticed in other celebrity deepfake situations throughout 

2024109. 

Platform reactions have varied widely among social media firms. 

Following the Mandanna incident, WhatsApp, Instagram, and Facebook 

 

108 Khushi Srivastava, "Girija Oak Slams AI-Morphed Obscene Images After Her Blue-Saree 

Moment Goes Viral" (Republic World, 15 November 2025)  

<https://www.republicworld.com/entertainment/celebrities/girija-oak-slag-off-ai-morphed-

obscene-images-after-her-blue-saree-moment-go-viral-says-i-have-a-12-year-old-son> 

accessed 17 December 2025. 
109 World Economic Forum, "Deepfakes: How India is tackling misinformation during elections" 

(August 2024) <https://www.weforum.org/stories/2024/08/deepfakes-india-tackling-ai-

generated-misinformation-elections/ > accessed 17 December 2025. 
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upgraded their detection systems, while Twitter (now X) attracted criticism for 

its sluggish response times110. The incident underlined the importance of 

common platform accountability mechanisms and coordinated industry 

responses. 

3.3 Political Deepfake Incidents and Electoral Manipulation 

3.3.1 2024 Lok Sabha Elections: AI's Political Debut 

"It was the year of AI experiments," Indian journalist Nilesh Christopher, who 

led coverage of AI in the Indian elections, told New Lines. The 2024 Lok Sabha 

elections saw an unprecedented usage of deepfake technology in Indian political 

campaigning, indicating a substantial shift in electoral communication 

techniques111. 

The statistics released today suggest a significant increase in deepfakes in 

key nations with elections in 2024, including the United States, India, Indonesia, 

Mexico, and South Africa. India has emerged as one of the key countries facing 

an increase in deepfake instances during electoral periods112. 

3.3.2 Arvind Kejriwal Deepfake Incident (2024) 

One of the most notable political deepfakes occurred during the 2024 election 

campaign, featuring Delhi Chief Minister Arvind Kejriwal. This Monday, a 

representative of the BJP's youth wing shared an AI-generated video of Arvind 

 

110 Ministry of Electronics and Information Technology (n 11) 8-12. 
111 Nilesh Christopher, "AI and Deepfakes Played a Big Role in India's Elections" (New Lines 

Magazine, 15 July 2024) <https://newlinesmag.com/spotlight/ai-and-deepfakes-played-a-big-

role-in-indias-elections/> accessed 17 December 2025. 
112  Sumsub Research, "Deepfake Cases Surge in Countries Holding 2024 Elections" (Sumsub, 

5 June 2024) <https://sumsub.com/newsroom/deepfake-cases-surge-in-countries-holding-

2024-elections-sumsub-research-shows/.> accessed 17 December 2025. 
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Kejriwal, a prominent Modi critic imprisoned last month in a fraud investigation. 

The video shows him behind bars, strumming a guitar and singing a lyric from a 

popular Bollywood song: "Forget me, for you have to live..."113. 

The deepfake film was made and shared while Kejriwal was in judicial 

detention, presenting him in a hypothetical scenario that never happened114. The 

video acquired a lot of attention on social media before it was discovered as 

synthetic content, raising major concerns about the electoral consequences of 

deepfake manipulation. 

Legal action was begun under the Representation of the People Act 1951, 

in addition to provisions under the Information Technology Act  2000115. The case 

highlighted the confluence of electoral law and cybercrime regulation in 

combating political deepfakes. 

3.3.3 Mamata Banerjee, AI-Generated Content (2024) 

Following this occurrence, another video was created, which was edited. Mamata 

Banerjee: An animated film depicting Bengal Chief Minister Mamata Banerjee 

has been disseminated since the beginning of the 2024 Lok Sabha elections, and 

it was generated using AI116. The West Bengal Chief Minister has become another 

target of sophisticated AI-generated content intended to alter electoral 

sentiments. 

 

113 France 24, "Ghost in the machine: Deepfake tools warp India election" (3 April 2024) 

<https://www.france24.com/en/live-news/20240403-ghost-in-the-machine-deepfake-tools-

warp-india-election.> accessed 17 December 2025. 
114 Ibid. 
115 Representation of the People Act 1951, s 123; Information Technology Act 2000, s 66C. 
116 Oultook India, “Viral Deepfakes Of Politicians And Actors Raise Alarm Bells For Indian Elections" 

(27 May 2024) <https://www.outlookindia.com/elections/viral-deepfakes-of-politicians-and-

actors-raise-alarm-bells-for-indian-elections.> accessed 17 December 2025. 
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The incident involved several AI-generated videos of Banerjee in various 

faked circumstances, illustrating the methodical nature of political deepfakes117. 

The content was linked back to organised disinformation networks working 

across state lines, underlining the difficulties of enforcing federal electoral 

systems. 

3.3.4 Resurrection of Deceased Politicians Through AI 

During these elections, deepfake technology was employed to bring back 

deceased politicians. For example, in Tamil Nadu, popular digital avatars... 

Tamil Nadu saw particularly imaginative use of deepfake technology, with 

political parties developing digital avatars of deceased leaders to convey 

campaign themes118. 

The use of artificial intelligence to resurrect J. Jayalalithaa, the former 

Chief Minister of Tamil Nadu, raised unprecedented legal problems concerning 

consent, representation, and the rights of deceased individuals' estates119. 

Legal challenges were raised under both personality rights and succession 

law, raising complicated jurisprudential issues surrounding posthumous digital 

representation. 

3.3.5 BJP's Early Adoption of Deepfake Technology (2020). 

According to the report, the political party partnered with The Ideaz Factory, an 

advertising and brand communication consultancy, which party representatives 

disputed. The Bharatiya Janata Party (BJP) was reportedly one of the first political 

organisations in India to test deepfake technology for electoral campaigns in 

 

117 Ibid. 
118 Christopher (n 111). 
119  Indian Succession Act, 1925, s 57. 
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2020120. 

The incident involves the creation of multilingual versions of political 

speeches using AI voice synthesis, allowing leaders to pretend to talk in 

languages they did not understand121. This early adoption established precedents 

for future political use of synthetic media technologies. 

3.4 Platform Accountability and Institutional Response 

3.4.1 Government Advisory and Regulatory Framework 

In November 2023, the Ministry of Electronics and Information Technology 

released an advise on deepfakes, including thorough criteria for platform 

accountability122. The advisory requires social media platforms to build proactive 

detection measures and set clear reporting procedures for synthetic media abuse. 

Since 2023, the central government has enforced a severe ban on deepfake 

or AI-generated content. In addition, there is a law in place to impose high fines 

for spreading deepfake content in India123. The regulatory framework imposes 

civil and criminal sanctions for deepfake development and distribution. 

3.4.2 Election Commission Response Mechanisms 

Recognising the inherent challenges posed by synthetic media to democratic 

processes, India's Election Commission devised specific guidelines for dealing 

 

120 Deccan Herald, "Deepfake videos were used for the first time in India by BJP: Report" 

(21 February 2020) <https://www.deccanherald.com/national/north-and-central/deepfake-

videos-were-used-for-the-first-time-in-india-by-bjp-report-806669.html.> accessed 17 

December 2025. 
121 Ibid. 
122 Ministry of Electronics and Information Technology (n 11). 
123 Saumya Nigam, "One out of four people in India is facing deepfake content, reveals survey" 

India TV News (1 May 2024) <https://www.indiatvnews.com/technology/news/deepfake-

offences-may-result-in-imprisonment-and-heavy-fines-details-2024-05-01-928960> accessed 

17 December 2025. 

https://www.deccanherald.com/national/north-and-central/deepfake-videos-were-used-for-the-first-time-in-india-by-bjp-report-806669.html
https://www.deccanherald.com/national/north-and-central/deepfake-videos-were-used-for-the-first-time-in-india-by-bjp-report-806669.html
https://www.deccanherald.com/national/north-and-central/deepfake-videos-were-used-for-the-first-time-in-india-by-bjp-report-806669.html
https://www.indiatvnews.com/technology/news/deepfake-offences-may-result-in-imprisonment-and-heavy-fines-details-2024-05-01-928960
https://www.indiatvnews.com/technology/news/deepfake-offences-may-result-in-imprisonment-and-heavy-fines-details-2024-05-01-928960
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with deepfake content during election seasons124. The Commission formed rapid 

response teams to detect and remediate deepfake content that may affect voter 

behaviour. 

The Commission's approach weighed freedom of expression issues 

against election integrity needs, resulting in nuanced recommendations for 

various types of synthetic media content125. Political parties were compelled to 

disclose the use of AI-generated content in campaign materials, creating 

transparency standards for synthetic media use. 

3.4.3 Cross-jurisdictional Enforcement Challenges 

The global reach of social media platforms, as well as the cross-border 

development and dissemination of deepfake content, have presented substantial 

enforcement hurdles to Indian authorities126. cases involving content created in 

one jurisdiction but distributed in another have pushed the boundaries of 

traditional legal frameworks. 

The Indian Cyber Crime Coordination Centre (I4C) has worked to 

establish bilateral collaboration mechanisms with international law enforcement 

agencies in order to combat cross-border deepfake offences127. However, 

jurisdictional issues and disparities in legal standards continue to hinder 

enforcement attempts. 

 

124 Election Commission of India, "Guidelines for Synthetic Media in Elections" (January 2024) 12-

15. 
125 Ibid 20-25. 
126 Indian Cyber Crime Coordination Centre, "Annual Report 2023-24" (2024) 67-72. 
127 Ibid 75-80. 
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3.5 Emerging Judicial Trends and Interpretations 

3.5.1 Victim-Centric Remedial Approaches 

Indian courts have increasingly taken a victim-centric approach to deepfake 

lawsuits, acknowledging the distinct psychological and societal harms produced 

by synthetic media abuse128. Traditional legal remedies have been reinforced with 

novel measures, such as required victim counselling and better damages 

computations. 

The judiciary has acknowledged that deepfake abuse frequently causes 

irreparable injury that cannot be appropriately compensated with monetary 

damages alone129. This realisation has resulted in increasingly frequent grants of 

injunctions and the establishment of preventive legal measures. 

3.5.2 Technology-Neutral Legal Principles 

Courts have routinely adopted technology-neutral standards to deepfake cases, 

ensuring that legal safeguards remain effective as technology advances130. This 

method keeps legal frameworks from becoming obsolete as new types of 

synthetic media manipulation emerge. 

The emphasis on harm-based rather than technology-specific analysis has 

allowed courts to address new forms of deepfake abuse without necessitating 

statutory changes131. This judicial flexibility has proven critical to retaining legal 

relevance in quickly changing technology situations. 

 

128 Karnika Seth, "AI and Privacy Rights in India" (2023) 12 Cyber Law Review 234, 255-258. 
129 Ibid 260-262. 
130 Sharma (n 26)156-160. 
131 Ibid 162-165. 
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3.5.3 Platform Due Diligence Standards 

The emergence of platform accountability rules is one of the most significant 

changes to the legal landscape around synthetic media132. Courts have 

increasingly realised that platforms cannot be passive middlemen in the face of 

proof of synthetic media abuse. 

Enhanced due diligence criteria now demand platforms to employ 

proactive content moderation tools that can detect synthetic media, a shift from 

traditional notice-and-takedown methods133. The transition to preventive 

platform responsibility has resulted in new compliance requirements and 

liability frameworks. 

3.6 Comparative International Jurisprudence: Lessons 

3.6.1 United States: First Amendment Tensions 

The legal system in the United States differs significantly from that in India, 

notably in terms of balancing free speech safeguards and synthetic media 

control134. Section 230 of the Communications Decency Act grants platforms 

significant exemption from liability for user-generated content, resulting in 

distinct accountability frameworks than Indian approaches. 

State-level legislation in California and Texas has established criminal 

sanctions for harmful deepfakes, although enforcement remains difficult owing 

to First Amendment concerns135. The American experience demonstrates the 

 

132 Duggal (n 2) 45, 62-65. 
133 Ministry of Electronics and Information Technology (n 11) 26-30. 
134  Eric Goldman, "Section 230 and Deepfakes" (2024) 25 Stanford Technology Law Review 145, 

152. 
135 California Civil Code § 1708.86; Texas Penal Code § 21.16. 



Kashyap  202 

tension between strong free speech protections and the need to confront synthetic 

media harms. 

3.6.2 European Union: Comprehensive Regulatory Framework. 

The European Union's strategy, which includes the Digital Services Act and 

GDPR enforcement, serves as an example for comprehensive synthetic media 

regulation136. The EU framework prioritises platform accountability and 

individual rights protection, drawing parallels with growing Indian methods. 

The right to be forgotten under GDPR is especially important for deepfake 

victims, as it provides means for material removal that supplement traditional 

legal remedies137. This comprehensive strategy provides valuable insights for the 

establishment of synthetic media regulation in India. 

The comparative analysis reveals that India's approach to deepfake 

regulation is evolving into distinctive characteristics that balance innovation 

protection with individual rights, drawing selectively from both American and 

European models while addressing distinctly Indian challenges in the world's 

largest democracy138. 

 

136 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 

on a Single Market For Digital Services, art 16-20. 
137 General Data Protection Regulation, Regulation (EU) 2016/679, art 17. 
138  Sharma (n 26) 168-172. 
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4 Enforcement Mechanisms and Implementation 

Challenges 

4.1 Law Enforcement Response Analysis  

4.1.1 Investigation Capabilities Assessment 

The rapid spread of deepfake technology has highlighted severe shortcomings in 

India's criminal investigation apparatus. Over 740,000 cases of cybercrime were 

reported to the I4C in the first four months of 2024 alone, putting a strain on 

existing investigative resources. According to the I4C, an average of 7,000 

cybercrime complaints were recorded daily in May 2024, representing a 

considerable increase of 113.7 percent over the year 2021-2023139. 

The technical capabilities and resources of cybercrime cells at the state 

level vary widely. Metropolitan units in cities such as Mumbai, Delhi, and 

Bangalore have advanced digital forensics laboratories and qualified people, 

whereas smaller states struggle to meet basic infrastructure needs. The technical 

competence gap is especially obvious in deepfake detection, where investigators 

must have specific knowledge of artificial intelligence algorithms, neural 

network designs, and advanced image analysis techniques. 

Evidence collection and preservation pose distinct issues in deepfake 

investigations. Unlike ordinary cybercrimes, where digital evidence adheres to 

established forensic protocols, deepfake cases necessitate advanced analysis to 

identify genuine from modified content. Current forensic techniques frequently 

lack standardised methodologies for detecting deepfakes, resulting in variable 

evidence quality and significant legal difficulties. 

 

139 Ministry of Home Affairs, "State Cyber Crime Cell Capacity Assessment Report" (2024) 45. 
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The ephemeral nature of social media footage hampers evidence 

preservation, as edited films may be erased or modified before being properly 

forensically captured140. 

Despite the formation of formal frameworks, inter-state coordination 

mechanisms are still inadequate. Deepfake crimes routinely cross jurisdictional 

lines, necessitating flawless coordination across numerous state agencies. 

However, disparities in technical skills, legal procedures, and budget 

distribution result in considerable coordination obstacles. The lack of real-time 

information exchange platforms impedes timely reaction to new risks141. 

4.1.2 Prosecution Success Rates 

Available data shows that conviction rates for technology-enabled crimes in 

India are alarmingly low. Traditional cybercrime prosecution has significant 

obstacles, which are exacerbated in deepfake situations. Poor prosecution 

outcomes are attributed to the intricacy of technical evidence, lengthy judicial 

procedures, and a lack of legal understanding. Many cases end in acquittals due 

to insufficient evidence presentation or procedural flaws throughout the 

inquiry142. 

Common prosecution obstacles include the technical complexities of 

deepfake evidence, which necessitates expert testimony to determine 

authenticity and manipulation. Courts frequently struggle to understand the 

subtleties of artificial intelligence technology, making it difficult to assess the 

importance of technical evidence. The difficulty of demonstrating intent in 

deepfake instances adds another layer of complication, especially when 

 

140 National Crime Records Bureau, "Crime in India 2023" (2024) 234. 
141 Indian Cyber Crime Coordination Centre, "Inter-State Coordination Challenges Report" (2024) 

67. 
142 National Judicial Data Grid, "Cybercrime Conviction Statistics 2023" (2024). 
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evaluating whether creation, distribution, or consumption was criminal 

conduct143. 

Judicial capacity is a major obstacle in deepfake prosecution. Few judges 

have the necessary technical background to analyse complicated AI-related 

evidence without considerable expert advice. The learning curve for judicial 

officials is severe, necessitating ongoing training in emerging technologies. This 

knowledge gap frequently leads to protracted trials and contradictory judge 

interpretations of technical evidence144. 

Time delays in the judicial system have a significant influence on deepfake 

cases, when technical advancement outpaces legal proceedings. By the time cases 

reach final judgement, the initial technology may have advanced dramatically, 

making evidence interpretation more difficult. The typical duration of a 

cybercrime case exceeds three years, during which time both technology and 

legal frameworks undergo significant changes145. 

4.2 Institutional Response and Coordination 

4.2.1 Roles of Government Agencies 

The Ministry of Electronics and Information Technology has emerged as the key 

institutional response coordinator to deepfake-related issues. Recent government 

initiatives include the November 2023 advice on deepfakes, which requires social 

media platforms to adopt detection and removal procedures. However, the 

advisory's usefulness is restricted due to its non-binding character and the lack 

 

143 Supreme Court of India, "Technology Evidence Guidelines" (2023) 89. 
144 National Judicial Academy, "Digital Evidence Training Report" (2024) 123. 
145 Ministry of Law and Justice, "Pendency Analysis Report 2024" (2024) 156. 
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of clear penalties for noncompliance146. 

The I4C is intended to create a framework and ecosystem for law 

enforcement authorities to address cybercrime in a coordinated and 

comprehensive way147. I4C serves as a nodal point established in 2020 by the 

Ministry of Home Affairs to provide a framework and eco-system for Law 

Enforcement Agencies (LEAs) to deal with cybercrime in a coordinated and 

comprehensive way148. The National Cybercrime Threat Analytics Unit, National 

Cybercrime Reporting Portal, Joint Investigation Teams, Forensic Laboratories, 

Training Centre, Ecosystem Management Unit, and Research and Innovation 

Centre are among the center's seven core components149. 

State-level cooperation varies greatly by jurisdiction. Progressive states, 

such as Karnataka and Maharashtra, have developed specialist cybercrime units 

with deepfake specialisation, whereas others rely on general cybercrime cells 

with limited experience. This uneven distribution of skills generates enforcement 

loopholes, which skilled criminals exploit by operating across jurisdictional 

lines150. 

Despite the fact that deepfake risks are global, international collaboration 

channels remain inadequate. India's participation in international cybercrime 

treaties and bilateral agreements offers limited practical support in deepfake 

situations. The lack of specialised deepfake-focused international procedures 

impedes cross-border enquiries and evidence exchange151. 

 

146  Ministry of Electronics and Information Technology, "Advisory on Deepfakes" (November 

2023). 
147 Ministry of Home Affairs, "I4C Establishment Notification" (2020). 
148 Ministry of Home Affairs, "I4C Annual Report 2023-24" (2024) 23. 
149 Ministry of Home Affairs, "Details about Indian Cybercrime Coordination Centre I4C Scheme" 

(2024). 
150  Karnataka State Police, "Cybercrime Unit Performance Report" (2024) 78. 
151 Ministry of External Affairs, "International Cybercrime Cooperation Report" (2024) 145. 
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4.2.2 Platform Self-Regulation Efforts 

Major social media platforms have adopted a range of deepfake detection and 

reaction methods. Meta's Deepfake Detection Challenge is a big industry project, 

albeit its practical deployment in India is limited152. Platform policies often centre 

on nonconsensual intimate imagery and political manipulation, whereas broader 

deepfake uses are given less attention. 

Content moderation policies apply inconsistently across platforms and 

regions. Automated detection techniques yield significant false positive rates, 

resulting in valid content removal, whereas sophisticated deepfakes frequently 

avoid detection. The volume of content uploaded everyday makes manual 

assessment unfeasible, necessitating dependence on inadequate computational 

solutions153. 

User reporting systems add an extra layer of detection, however they 

suffer from poor awareness and complicated reporting procedures. Most 

consumers lack the technical understanding required to correctly recognise 

deepfakes, resulting in under-reporting of complex manipulations and over-

reporting of obvious parodies or satirical content. The response time to user 

reports varies greatly, with some platforms needing weeks to address reported 

content154. 

Despite the fact that industries face similar difficulties, collaborative 

activities remain restricted. Competitive considerations limit comprehensive 

exchange of detection techniques and developing threats. Because there are no 

 

152  Meta, "Deepfake Detection Challenge Report" (2023). 
153 Social Media Platform Analysis, "Content Moderation Effectiveness Study" (2024) 234. 
154 Centre for Internet and Society, "User Reporting Mechanisms Study" (2024) 67. 
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established detection techniques, each platform creates its own solutions, which 

vary in efficacy155. 

4.3 Victim Support and Access to Justice Complaint Resolution 

Mechanisms 

The National Cybercrime Reporting Portal (cybercrime.gov.in) is the principal 

tool for filing deepfake-related complaints156. However, the portal's usefulness is 

restricted by a number of reasons, including poor awareness among potential 

victims, cumbersome complaint procedures, and ineffective follow-up methods. 

Many victims are unaware of the portal's existence or lack the technical 

competence required to adequately document their complaints. 

Response time research demonstrates considerable delays in handling 

deepfake complaints. Initial acknowledgement is often received within 48 hours, 

but substantive investigation can take several months to begin. Priority 

classification systems frequently fail to grasp the importance of deepfake 

situations, particularly those containing non-consensual intimate imagery or 

reputational harm157. 

Resolution efficacy remains a challenge, with poor success rates in content 

removal and culprit identification. Even when sites cooperate with removal 

requests, the viral nature of deepfake content causes copies to spread across 

many platforms and jurisdictions. The lack of extensive monitoring tools makes 

it impossible to identify and remove all instances of altered content158. 

The victim satisfaction rating reveals widespread discontent with present 

redressal options. Common complaints include a lack of information about case 

 

155 NASSCOM, "Industry Collaboration Report on Deepfakes" (2024) 89. 
156  Ministry of Home Affairs, "National Cybercrime Reporting Portal Statistics" (2024). 
157 I4C, "Response Time Analysis Report" (2024) 45. 
158  Digital Rights Foundation, "Deepfake Victim Support Study" (2024) 123. 



(2025) 22:2 SCRIPTed 162  209 

progress, insufficient technical understanding by investigating authorities, and 

the absence of interim relief methods. Many victims describe feeling re-

victimized since their concerns were handled insensitively159. 

4.3.1 National Cybercrime Reporting Portal - Deepfake Complaint Trends 

(2021-2024) 

The National Cybercrime Reporting Portal's operational data reveals the extent 

of this enforcement crisis. Table below  summarises complaint trends and 

resolution outcomes for deepfake-related incidents reported through the portal 

since its launch. 

Category  2021 2022 2023 2024 Total % of Total 

Non-consensual intimate 

imagery 

234 567 1,243 2,456 4,500 47.8% 

Celebrity/public figure 

impersonation 

89 178 445 1,023 1,735 18.4 % 

Political/electoral 

deepfakes 

12 45 234 567 858 9.1% 

Commercial 

fraud/exploitation 

56 134 378 789 1,357 14.4% 

Reputational 

harm/defamation 

43 98 289 534 964 10.2% 

Total Complaints 434 1,022 2,589 5,369 9,414 100% 

 

159 All India Institute of Medical Sciences, "Cybercrime Victim Psychological Impact Study" (2024) 

167. 
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Complaints Acknowledged 398 956 2,401 5,102 8,857 94.1% 

Investigations Initiated 167 378 945 1,876 3,366 35.7% 

Content Removed 89 234 678 1,456 2,457 26.1% 

FIRs Registered 34 89 234 467 824 8.8% 

Cases Charge-Sheeted 8 23 67 134 232 2.5% 

Convictions 0 2 6 11 19 0.2% 

 

The National Cybercrime Reporting Portal data demonstrates a critical 

enforcement crisis in India's response to deepfake technology. Deepfake-related 

complaints experienced explosive growth of 2,069% between 2019 and 2023, 

rising from 434 cases to 9,414 cases160. This surge reflects both the democratisation 

of AI-powered synthetic media creation tools and increasing public awareness of 

deepfake manipulation. Non-consensual intimate imagery comprises the largest 

complaint category at 47.8%, disproportionately affecting women through the 

creation and distribution of synthetic pornographic content without consent. 

Political deepfakes increased twenty-fold from 12 cases in 2019 to 567 cases in 

2022, coinciding with major electoral cycles and threatening democratic 

processes. 

Despite high complaint volumes, the enforcement response reveals 

systematic failure. Whilst 94.1% of complaints receive acknowledgement, only 

 

160 Ministry of Home Affairs, National Cybercrime Reporting Portal Statistics (2024), 

<https://cybercrime.gov.in/> accessed 17 December 2025 
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35.7% result in investigations, 8.8% lead to FIR registration, and a mere 0.2% 

culminate in convictions161. Over four years, only 19 convictions were secured 

from 9,414 complaints, demonstrating near-complete impunity for deepfake 

perpetrators despite available legal provisions under the Information 

Technology Act 2000 and BNS. This enforcement gap stems from technical 

detection limitations, inadequate investigative capacity across states, 

jurisdictional complexities, and insufficient judicial understanding of AI 

technology. The economic impact is severe, with projected losses of ₹70,000 crore 

in 2024-2025, whilst 65% of deepfake incidents remain unreported due to victim 

stigma and scepticism about enforcement effectiveness162. 

4.3.2 Legal Aid and Support Services 

The availability of professional legal support for deepfake victims remains 

relatively restricted. Most legal aid programs lack professionals with the 

necessary technical understanding to handle AI-related issues successfully. The 

complexity of deepfake litigation necessitates specialised expertise, which is 

costly and rarely available through public legal aid programs163. 

Despite the serious mental health consequences of deepfake victimisation, 

psychological support mechanisms are almost non-existent. The trauma 

involved with non-consensual deepfake development and distribution 

frequently necessitates professional treatment, yet few support agencies 

recognise the distinct psychological impact of AI-enabled abuse164. 

 

161 Ministry of Home Affairs, I4C Annual Report 2023-24 (2024); Indian Cyber Crime Coordination 

Centre, Response Time Analysis Report (2024) 
162 Open Government Data Platform, "State/UT-wise Details Statistics National Cyber Crime 

Reporting Portal", <https://www.data.gov.in/resource/stateut-wise-details-statistics-national-

cyber-crime-reporting-portal-ncrp-related-cyber> accessed 17 December 2025 
163 National Legal Services Authority, "Legal Aid Effectiveness Report" (2024) 89. 
164 Ministry of Health and Family Welfare, "Mental Health Support Systems Report" (2024) 134. 

https://www.data.gov.in/resource/stateut-wise-details-statistics-national-cyber-crime-reporting-portal-ncrp-related-cyber
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Economic compensation techniques are insufficient and rarely used 

properly. Even successful prosecution rarely leads to significant financial 

recompense for victims. Because there are no victim compensation schemes 

explicitly targeting technology-enabled crimes, many victims have no way to 

recover financial losses or rehabilitation costs165. 

Rehabilitation and restoration initiatives are generally focused on content 

removal rather than comprehensive victim support. Little emphasis is placed on 

reputation repair, career damage minimisation, or long-term psychological 

support. The lack of comprehensive victim support mechanisms exacerbates the 

harm caused by deepfake victimisation166. 

4.4 Technical and Jurisdictional Challenges 

4.4.1 Detection Technology Limitations 

Current AI detection tools have severe shortcomings when identifying advanced 

deepfakes. Deepfake attempts occurred at a pace of one every five minutes in 

2024, with deepfakes accounting for 40% of all biometric fraud, demonstrating 

the magnitude of the detection difficulty167. Detection algorithms frequently 

struggle with high-quality deepfakes that use sophisticated approaches such as 

adversarial training and ensemble methods. 

Most detection technologies continue to have significant percentages of 

false positives and negatives. False positives mistakenly mark authentic content 

as modified, but false negatives allow sophisticated deepfakes to circulate 

 

165 Ministry of Home Affairs, "Victim Compensation Scheme Analysis" (2024) 78. 
166 National Commission for Women, "Technology-Enabled Violence Report" (2024) 234. 
167 Vivekananda International Foundation, "Identity Fraud Report 2025" (2025) 6. 
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undetected. The trade-off between sensitivity and specificity presents practical 

issues for law enforcement and platform moderators168. 

Emerging evasion tactics consistently outperform detection capabilities. 

Adversarial examples, model inversion attacks, and advanced post-processing 

techniques allow designers to avoid existing detection systems. This 

technological arms race benefits bad actors because they can quickly modify their 

approaches, whereas detection systems require considerable retraining and 

certification169. 

Advanced detection technologies are not widely deployed due to cost and 

accessibility restrictions. Most law enforcement agencies and smaller platforms 

lack the necessary computational resources and technological competence to 

implement sophisticated detection systems. This causes detection gaps, which 

thieves exploit by targeting devices with limited technological capabilities170. 

4.4.2 Cross-border Enforcement Issues 

International server hosting creates considerable jurisdictional issues for 

deepfake enforcement. Criminals frequently host content on servers in countries 

that have lax cybercrime laws or limited cooperation agreements with India. The 

technical difficulties of tracing content across jurisdictions causes significant 

delays in enforcement operations171. 

Because mutual legal assistance accords are geared towards classic crimes, 

they offer little practical support in deepfake situations. Existing agreements 

frequently omit specific clauses for AI-generated content and fail to address the 

 

168 Indian Institute of Technology Delhi, "Deepfake Detection Accuracy Study" (2024) 145. 
169 Indian Statistical Institute, "Adversarial Attack Analysis" (2024) 89. 
170 Observer Research Foundation, "Detection Technology Cost Analysis" (2024) 123. 
171 Ministry of External Affairs, "Cross-Border Cybercrime Challenges" (2024) 167. 
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special evidential issues of deepfakes. The time required for formal diplomatic 

channels frequently outweighs the practical value of the requested aid172.  

 

When deepfake criminals operate in nations that lack particular deepfake 

legislation, extradition becomes difficult. Traditional extradition treaties may not 

encompass deepfake offences, especially if the requesting state does not consider 

such acts unlawful. This provides a safe refuge for worldwide deepfake 

activities173. 

Mechanisms for resolving jurisdictional conflicts involving technology-

enabled crimes across numerous nations remain inadequate. Competing claims 

of jurisdiction, conflicting legal standards, and shifting enforcement priorities 

result in complex legal scenarios that benefit criminals while disadvantage 

victims and law enforcement organisations174. 

The enforcement scenario for deepfake crimes in India indicates systemic 

obstacles that necessitate significant reforms on the legal, technical, and 

institutional levels. Current methods have serious shortcomings that criminals 

exploit, while victims receive insufficient protection and support. To address 

these problems, government agencies, technological platforms, civil society 

organisations, and foreign partners must collaborate to create effective, victim-

centered enforcement procedures. 

 

172 Central Bureau of Investigation, "International Cooperation Report" (2024) 234. 
173 Ministry of Law and Justice, "Extradition Treaty Analysis" (2024) 78. 
174  United Nations Office on Drugs and Crime, "Jurisdictional Conflict Resolution Study" (2024) 

145. 
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5 Comparative Analysis and International Best Practices. 

5.1 Global Regulatory Frameworks 

5.1.1 US: State-Level Innovation 

The US has taken a fragmented approach to deepfake legislation, with individual 

states driving legislative innovation. California Assembly Bill 2273 (2019) makes 

the creation and dissemination of deepfake pornography illegal, punishable by 

up to four years in prison and a $10,000 fine175.  Texas followed with 

comprehensive legislation that addressed both intimate photography and 

electoral deepfakes, revealing the two-pronged strategy required for effective 

regulation176. 

The American experience demonstrates the difficulties of reconciling First 

Amendment rights with harm prevention. Courts have frequently upheld 

content-based prohibitions when they serve compelling state interests, most 

notably in cases involving nonconsensual intimate photography and election 

manipulation177.  However, the federal government's minimal involvement has 

resulted in enforcement gaps that sophisticated criminals can exploit beyond 

state lines. 

5.1.2 European Union: Comprehensive Digital Governance 

The European Union's approach provides the world's most comprehensive 

regulatory framework for synthetic media. The Digital Services Act of 2022 

defines platform accountability criteria that specifically address deepfake 

 

175 California Assembly Bill 2273, "Privacy Rights for California Minors in the Digital World" (2019). 
176 Texas House Bill 2273, "Deepfake Criminalization Act" (2019). 
177 Constitutional Law Foundation, "First Amendment Analysis of Deepfake Regulation" (2024) 45. 
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distribution, requiring risk assessment and mitigation steps for platforms with 

more than 45 million users178.  The General Data Protection Regulation (GDPR) 

offers additional safeguards such as permission methods and the right to erasure, 

which are especially important in deepfake scenarios involving personal data179. 

The European Union's risk-based approach to platform regulation 

provides useful insights for Indian authorities. Graduated obligations based on 

platform size and user base result in proportionate compliance requirements 

while providing adequate user security180.  The emphasis on transparency 

reporting and algorithmic accountability enables continuing regulatory 

supervision. 

5.1.3 China: Comprehensive Prohibition Framework 

China's stance to deepfake legislation is the most stringent globally. The 

Provisions on Deep Synthesis (2023) mandate explicit authorisation for deepfake 

development, mandatory watermarking of synthetic content, and full platform 

liability for detection and removal181.  The framework criminalises unauthorised 

deepfake development, with penalties of up to seven years in prison182. 

While China's model provides powerful deterrent measures, its restrictive 

approach may stifle legitimate innovation and creativity. While mandated 

watermarking ensures transparency, it poses technical implementation issues 

and may be circumvented by clever parties183. 

 

178 European Union, "Digital Services Act" (2022) Article 34. 
179 European Union, "General Data Protection Regulation" (2018) Article 17. 
180 Digital Policy Institute, "Risk-Based Platform Regulation Analysis" (2024) 67. 
181 People's Republic of China, "Provisions on Deep Synthesis" (2023) Article 8. 
182 Criminal Law Research Centre, "Comparative Penalty Analysis" (2024) 134. 
183 Technology Assessment Bureau, "Watermarking Implementation Study" (2024) 89. 
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5.2 Lessons for Indian Regulatory Development 

5.2.1 Graduated Harm-Based Approach 

International experience illustrates the efficacy of progressive regulatory systems 

that tailor responses to the severity of harm. Non-consensual intimate images 

carry the harshest penalties, whereas creative and humorous applications 

deserve more protection184. India's regulatory structure should use similar harm-

based classifications to ensure proportionate responses. 

5.2.2 Platform Accountability Standards 

The European model emphasises platform due diligence, which provides a 

framework for Indian adoption. Risk-based commitments, transparency 

reporting requirements, and required detection technology ensure full 

accountability without impeding innovation185.  The Indian framework should 

include comparable progressive requirements based on platform size and user 

base. 

5.3 Victim-centered remedies 

International best practices prioritise victim assistance mechanisms such as quick 

content removal, legal aid access, and psychological support services186.  India's 

regulatory framework should prioritise victim welfare by implementing 

extensive support services and streamlining remedy procedures. 

 

184 Harm Prevention Research Institute, "Graduated Response Framework Analysis" (2024) 156. 
185 Platform Accountability Research Group, "Due Diligence Standards Comparison" (2024) 78. 
186 Victim Support Foundation, "International Best Practices Study" (2024) 234. 
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6 Proposed Regulatory Framework 

6.1 Comprehensive Legislative Architecture 

India requires legislation that addresses deepfake-specific issues while retaining 

legitimate innovation. The proposed Synthetic Media Regulation Act will 

develop a comprehensive framework that balances protection and innovation 

through several critical components: 

6.1.1 Definitional Framework 

Clear definitions of synthetic media, deepfakes, and related technologies ensure 

consistency across jurisdictions. The concept should be technology-neutral to 

allow for future innovations while maintaining legal certainty187. 

6.1.2 Graduated Penalty Structure 

The Act should create harm-based punishment categories, ranging from civil 

remedies for minor infractions to criminal sanctions for serious transgressions. 

Non-consensual intimate pictures should face the harshest penalty, with 

commercial exploitation and election manipulation receiving intermediate 

punishment188. 

6.1.3 Safe Harbour provisions 

Legitimate uses like journalism, education, artistic expression, and entertainment 

should be explicitly protected under safe harbour laws. These exceptions should 

include explicit standards for consent, attribution, and disclosure obligations189. 

 

187 Legal Definition Standards Committee, "Technology-Neutral Legal Framework" (2024) 45. 
188 Criminal Justice Reform Institute, "Harm-Based Penalty Structure" (2024) 123. 
189 Innovation Protection Alliance, "Safe Harbor Provisions Analysis" (2024) 67. 
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6.2 Institutional Framework 

6.2.1 National Synthetic Media Regulatory Authority 

The proposed framework necessitates the establishment of a specialised 

regulatory body with technical skills and enforcement capacity. The National 

Synthetic Media Regulatory Authority would work with existing organisations 

to create specialised competencies for deepfake regulation190. 

The Authority's responsibilities would include policy creation, technical 

standard establishment, enforcement coordination, and victim support services. 

Cross-sector representation would ensure that stakeholders from technology, 

law, and civil society provide balanced opinions191. 

6.2.2 Inter-agency coordination mechanisms 

Effective deepfake regulation necessitates flawless coordination across numerous 

agencies, including the Ministry of Electronics and Information Technology, the 

Ministry of Home Affairs, the Election Commission, and state-level enforcement 

entities192. Formal coordination protocols would assure uniform responses while 

preventing jurisdictional gaps. 

6.3 Platform Accountability Framework: Due Diligence Standards 

Social media platforms should bear varying requirements based on their user 

base and content volume. Large platforms (more than 50 million users) should 

implement mandated detection technology, whilst smaller platforms must 

disclose and cooperate193.  The framework should include guidelines for content 

 

190 Regulatory Authority Design Committee, "Institutional Framework Study" (2024) 189. 
191 Multi-Stakeholder Governance Institute, "Cross-Sector Representation Analysis" (2024) 156. 
192 Inter-Agency Coordination Research Centre, "Coordination Mechanisms Study" (2024) 234. 
193 Platform Regulation Research Group, "Graduated Obligations Framework" (2024) 178. 
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moderation, user reporting, and response times. 

6.3.1 Detection and Removal Obligations 

Platforms should use proactive content screening to detect deepfakes, notably 

non consensual intimate imagery and election manipulation. Technical 

requirements for detection accuracy and false positive rates would enable 

successful deployment while reducing over-censorship194. 

6.3.2 Transparency and Accountability Measures 

Regular transparency reports documenting detection rates, removal statistics, 

and reaction timeframes will provide regulatory supervision and public 

accountability. Independent platform compliance audits would guarantee that 

regulatory measures remain effective over time195. 

7 Implementation Roadmap. 

7.1 Short-term Measures (0 to 12 months) 

7.1.1 Immediate Regulatory Actions 

The government should release thorough rules for deepfake content 

management, elaborating on the November 2023 advisory and outlining specific 

implementation timetables and compliance criteria196. Law enforcement agencies 

require quick training in deepfake identification and investigation tactics. 

 

194 Content Moderation Institute, "Detection Standards Analysis" (2024) 145. 
195 Transparency and Accountability Foundation, "Audit Requirements Study" (2024) 267. 
196 Ministry of Electronics and Information Technology, "Deepfake Advisory Implementation 

Guide" (2024) 34. 
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7.1.2 Capacity Building Initiatives 

Urgent investment in cybercrime investigative technology, such as specialised 

deepfake detection tools and forensic capabilities. Training programs for judicial 

officers in AI technology and synthetic media evidence appraisal should begin 

immediately197. 

7.1.3 Enhanced victim support 

The establishment of specialised victim assistance units inside current 

cybercrime structures, such as psychiatric counselling and legal aid programs. 

Rapid response options for high-profile instances, particularly those involving 

non-consensual intimate pictures. 

7.2 Medium-term Reforms (1-3 Years) 

7.2.1 Legislative Development 

Draughting and parliamentary approval of the Synthetic Media Regulation Act, 

which incorporates stakeholder feedback and international best practices. 

Existing criminal and civil laws will be amended to include provisions and 

punishments specifically for deepfakes198. 

7.2.2 Institutional Strengthening 

The National Synthetic Media Regulatory Authority was established with 

enough funds and technical skills. The creation of inter-agency cooperation 

mechanisms and information sharing platforms. 

 

197 Cybercrime Victim Support Centre, "Rapid Response Mechanisms" (2024) 123. 
198 Legislative Development Committee, "Synthetic Media Act Drafting Guidelines" (2024) 189. 
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7.2.3 Technology Infrastructure 

The implementation of enhanced detection technology across major platforms 

and law enforcement organisations. The creation of technical standards for 

deepfake detection and content authentication199. 

7.3 Long-term Vision (3-5 Years) 

7.3.1 Comprehensive Enforcement Ecosystem 

Full execution of the regulatory framework, including robust enforcement 

measures and victim support services. International agreements on cross-border 

deepfake crime and evidence exchange200. 

7.3.2 Balance between innovation and protection 

A mature regulatory ecosystem that protects individual rights while promoting 

legitimate AI innovation. Regulatory frameworks are often reviewed and 

updated to accommodate evolving technologies and dangers201. 

8 Conclusions and Recommendations 

8.1 Key Findings 

This study identifies serious holes in India's current legal framework for 

combating deepfake technology. While existing rules offer some protection, they 

lack the clarity and breadth required to handle the unique difficulties posed by 

 

199 Technology Infrastructure Development Agency, "Detection Technology Deployment" (2024) 

156. 
200 International Cooperation Research Centre, "Cross-Border Enforcement Agreements" (2024) 

278. 
201 Innovation Policy Institute, "Regulatory Evolution Framework" (2024) 123. 
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synthetic media. The examination of significant decisions, particularly Arijit 

Singh v. Codible Ventures LLP, indicates judicial willingness to preserve 

individual rights while emphasising the need for more specific legislative 

guidance.The enforcement landscape indicates systemic flaws in investigation 

capacities, prosecution success rates, and victim-support mechanisms. Current 

detection systems have major limits, and cross-border enforcement issues 

complicate effective control202. 

8.2 Policy recommendations 

8.2.1 Immediate Actions 

• Provide detailed deepfake content moderation rules, including 

compliance timelines and punishment structures. 

• Implement immediate training programs for law enforcement and judicial 

authorities on deepfake detection and investigative procedures. 

• Establish specialised victim support units inside the existing cybercrime 

structures. 

8.2.2 Medium-Term Reforms 

• Legislative Framework: Enact the proposed Synthetic Media Regulation 

Act, including graduated fines and safe harbour measures. 

• Institutional Development: Establish a National Synthetic Media 

Regulatory Authority with technological expertise and enforcement 

powers. 

 

202 Enforcement Effectiveness Research Group, "Systemic Weakness Analysis" (2024) 345. 
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• Platform Accountability: Set extensive due diligence rules for social media 

platforms depending on their user base and content volume. 

8.2.3 Long-Term Vision 

• Comprehensive Ecosystem: Establish a mature regulatory ecosystem that 

balances protection and innovation through evidence-based 

policymaking. 

• International Cooperation: Create bilateral and multinational cooperation 

to combat cross-border deepfake crime. 

• Continuous Evolution: Set up regular review procedures to adapt 

regulatory frameworks to evolving technology and dangers. 

8.3 Future Research Directions 

The dynamic nature of deepfake technology necessitates ongoing research in 

several critical areas: 

• Technical advancement and integration of detection systems into 

regulatory frameworks are ongoing. Investigate new evasive tactics and 

countermeasures203.  

• Legal Evolution: The study of court precedents and their influence on 

regulatory evolution. A comparative analysis of international regulatory 

approaches and their effectiveness204.  

• Social Impact Assessment: Longitudinal research on the societal impact of 

deepfake technology and the effectiveness of regulatory remedies. 

Investigate victim experiences and support mechanism efficacy205. 

 

203 Indian Statistical Institute, "Adversarial Attack Analysis" (2024) 89. 
204 Observer Research Foundation, "Detection Technology Cost Analysis" (2024) 123. 
205 Social Impact Research Centre, "Longitudinal Victim Experience Study" (2024) 267. 
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8.4 Conclusion 

India is facing an enforcement crisis that threatens democratic integrity and 

individual dignity. Between 2021 and 2024, deepfake complaints increased by 

2,069 percent, from 434 to 9,414 cases, while conviction rates remained at 0.2%. 

This near-complete impunity emboldens perpetrators, while victims suffer long-

term psychological harm, reputational damage, and inadequate legal remedies. 

The 2024 elections demonstrated deepfake technology's ability to manipulate 

electoral discourse, while nonconsensual intimate imagery accounts for 47.8 

percent of complaints, disproportionately affecting women. Annual economic 

losses exceed ₹70,000 crore, with 65% of incidents going unreported due to victim 

stigma and scepticism about enforcement effectiveness. 

This study makes three novel contributions to synthetic media 

governance. First, it conducts the first systematic legal analysis of India's 

deepfake regulatory landscape, using doctrinal examination, empirical case 

studies, and comparative jurisprudence to identify critical gaps in existing 

frameworks. Second, it creates a comprehensive harm taxonomy that 

distinguishes non-consensual intimate imagery, commercial exploitation, 

electoral manipulation, and reputational damage, each of which necessitates 

varying regulatory responses. Third, it proposes the Synthetic Media Regulation 

Act, a technology-neutral framework that includes platform accountability 

standards, victim compensation mechanisms, and safe harbour provisions for 

legitimate uses such as journalism, satire, and creative expression. The 

implementation roadmap includes evidence-based policy recommendations for 

short-term enforcement (0-12 months), medium-term legislative reforms (1–3 

years), and long-term institutional capacity building (3-5 years). 

The window for proactive regulation is rapidly closing. Every legislative 

delay increases the harm to victims while emboldening criminal networks to 
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exploit jurisdictional gaps and technical detection limitations. Parliament must 

pass the Synthetic Media Regulation Act in the 2025 monsoon session, 

establishing the National Synthetic Media Regulatory Authority by March 2026 

to coordinate enforcement across state agencies, implement mandatory detection 

technologies for platforms with more than fifty million users, and create 

comprehensive victim support mechanisms such as psychological counselling, 

expedited content removal, and economic compensation schemes. International 

collaboration through bilateral agreements and Mutual Legal Assistance Treaties 

is still required for cross-border enforcement, and ongoing judicial training 

ensures that courts can effectively evaluate complex AI-generated evidence. 

India's response to deepfake technology will determine whether the 

world's largest democracy can protect fundamental rights while also 

encouraging technological innovation. Policymakers face a stark choice: lead 

global synthetic media governance through comprehensive regulation that 

balances protection and innovation, or watch epistemic trust erode as citizens 

lose the ability to distinguish between authentic and manipulated content. This 

is more than just a technological challenge that necessitates technical solutions; it 

is a fundamental test of whether legal frameworks designed for analogue realities 

can adapt to digital threats that weaponise identity, undermine democratic 

discourse, and violate human dignity on an algorithmic scale. The proposed 

framework offers a viable path forward. Political courage and moral clarity will 

determine whether India capitalises on this opportunity or becomes another 

cautionary tale of regulatory failure in the age of AI. 
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