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Open Access Publications

• Research Publications & Copyright Policy adopted in April 2022
• Asserts author’s ownership of copyright in the first instance
• Supports authors to make their publications Open Access upstream 

of publisher-imposed embargo periods
• Allows easy compliance with Wellcome Trust, UKRI, EU and Plan S 

Policy



• Confirms members of staff own the copyright to 
their scholarly works. 

• Upon acceptance of publication each staff 
member grants the University of Edinburgh a CC 
BY licence to their publication

• Applies to all scholarly articles, authored or co-
authored while the person is a staff member

• Deposit the AM in a digital repository, with article 
metadata available immediately upon deposit and 
the AM being made accessible to the public on 
the date of first online publication 

• Opt out in case of difficulties
• Standard address convention (citations)
• Strongly encourages use of ORCID unique 

identifiers

Research 
Publications & 
Copyright Policy 
(2021)



Open Research Data

• University of Edinburgh refreshed policy in January 2022
• Much stronger emphasis on Data Management Planning
• Data should be FAIR ( Findable, Accessible, Interoperable, Reusable)
• Greater emphasis on individual responsibility, baked up by high 

quality support services



Overall Approach to Open Research

• We make a point of talking about ”Open Research” rather than “Open 
Science” as we are a broad-based University and the principles can apply 
across disciplines.

• Inclusive approach working with various groups and organisations across 
the University. Co-ordination offered by Library Research Support, working 
with Research Strategy Group.

• Working to an Open Research Roadmap, developed with LERU (League of 
European Research Universities



New challenges (and opportunities) to 
International Open Research

• The National Security and Investment Act (NSIA) (2021) –
Royal Assent granted. 

• National Security Bill – proposed, in 2nd reading.
• Foreign Interference Registration Scheme (proposed) requiring 

UK universities to report foreign donations and partnerships valued 
over £50,000.

• Scottish Government Data Strategy for Health and Social Care
• ICO: new management: John Edwards - UK IC  - 5 year 

appointment. Was IC from New Zealand

Presenter Notes
Presentation Notes
The National Security and Investment Act (NSIA) (2021) gives the Government new powers, based in the Department for Business, Energy and Industrial Strategy (BEIS), to intervene in the acquisition of UK entities and assets by both foreign and domestic investors.  The NSIA’s scope goes significantly beyond its global equivalents, UK will see an ‘explosive increase in matters’ under this new regime, as it goes from reviewing very few cases to over a thousand each year. This number will far outstrip its US equivalent, which under the Committee on Foreign Investment in the United States (CFIUS) annually reviews approximately 240 full cases and another 100 short-form cases. The sheer scope of the new UK regime ‘poses some real risk for management’, according to Leiter, especially as it includes both domestic and foreign investors, unlike similar regimes.  In Queens Speech: Foreign Interference Registration Scheme and a proposed amendment to the Higher Education (Freedom of Speech) Bill that  requiring UK universities to report foreign donations and partnerships valued over £50,000. but omission of FIRS from the national security bill stoked skepticism over the actual impact of the legislation and, perhaps more importantly, the government’s willingness to meaningfully enforce itData protection should never be an obstacle to international research collaborations. 



International Data Transfers
• Transfer takes place when any personal data is visible in a non-UK region. 

(even if data never physically moved outside the UK). Exemption for 
University staff accessing from an international location. 

• ICO’s focus on the broader context of an international transfer beyond 
‘just’ having the Model Clauses (or the new UK equivalent, the IDTA) in 
place.

• Should also be a full legal contract in place with any recipient of personal 
data.

• Strong security measures in international transfers even more important 
now, especially following the Schrems II decision.

Presenter Notes
Presentation Notes
The security measures in place around the remote access of such personal data are not relevant to the determination of whether a ‘transfer’ of that personal data outside the UK has taken place – the key issue is whether that personal data is visible in a non-UK region. If it is, then an international data transfer will have taken place, regardless of the strength of security around its access or viewing outside of the UK.In its July 2020 Schrems II judgment, the Court of Justice of the European Union (CJEU) declared the EuropeanCommission’s Privacy Shield Decision invalid on account of invasive US surveillance programmes, thereby makingtransfers of personal data on the basis of the Privacy Shield Decision illegal. Furthermore, the Court stipulatedstricter requirements for the transfer of personal data based on standard contract clauses (SCCs). Data controllers orprocessorsthat intend to transfer data based on SCCs must ensure that the data subject is granted a level of protectionessentially equivalent to that guaranteed by the General Data Protection Regulation (GDPR) and the EU Charter ofFundamental Rights (CFR) – if necessary with additional measures to compensate for lacunae in protection of thirdcountry legal systems. Failing that, operators must suspend the transferof personal data outside the EU.BackgroundThe Privacy Shield framework provides for the possibility of lawful transfer ofpersonal data from the EUtothe United States (US), while ensuring a strong set of data protection requirements and safeguards. On thebasis of this framework EU (and later European Economic Area, EEA) businesses were able to legally transferpersonal data to US-based companies that were listed in the Privacy Shield list. Admission to this list isadministered by the US Department of Commerce, while the US Federal Trade Commission monitorscompliance.



Information Security standards?
Cyber Essentials vs ISO 27001 and others

Presenter Notes
Presentation Notes
	Questions of BYOD  - NHS staff  - can protect machines,   student staff, PGRs, 		Can't get Cyber Essentials if you use Cloud services that don not support MFA from Jan 2023		NCSC provides guidance on acceptable forms of MFA		Support for Win 10 end Oct 2025 (canisters)  - lots can't be upgraded = any devices that fall out of support will disqualify yourself for CE. 	Personally owned mobiles are in scope - but not if they are solely used for MFA second factor (but are if they are used for access to organisational apps and data like email - then it is in scope)



Making the Most of BREXIT?
Proposed new legislation includes:
• Bills of right to potentially replace the 

Human Rights Act
• Replacement of GDPR
• Public Order Bill
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